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(54) Using a first radio telephone to program a second 



(57) Apparatus for transferring information from a first radio telephone to a second radio telephone 
comprises first communication means for communicating with the first radio telephone; second 
communication means for communicating with the second radio telephone; and data transfer means for 
communicating between the first and second communication means and operable under the control of the 
second radio telephone for reading information from the first radio telephone and transmitting that 
information to the second radio telephone. 



At 




BNSDOClDt <GB 23101 10A_I_> 




BNSDOCID: cGB 23101 10A__I_> 



CUSTOMER RETURNS TO 
DEALER WITH FAULTY 
PHONE 



OK 



I 



Fig.2 



DEALER ATTACHES 
FAULTY PHONE TO "OLD" 
CONN. ON DTU 



RED LAMP FLASHES UNTIL 
PHONE DISCONNECTED 




BNSDOCID: <GB 23101 10A_I_> 



Fig.2 (Cont) 




MESSAGE "TRANSFER 
ACTIVE" IS DISPLAYED 





PHONES ARE 
BOTH RESET 
TO START 
CONDX 



ERROR 
MESSAGE 
NOTIFIES 
TRANSFER 

FAILED 



DTU SETS FLAGS IN BOTH 
PHONES. INFORMATION 

IN OLD ERASED. OLD 
^HONE POWERS OFF 



OK 



MESSAGE "TRANSFER 
DONE" IS DISPLAYED ON 
NEW PHONE 



.OK 



^OLD PHONE IS UNPLUGGED 
DTU ALLOWS WARRANTY 
^READING FROM THE NEW 
PHONE 



2310110A_t_> 



2310110 



TRANSFERRING INFORMATION 

The present invention relates to apparatus and a method for transferring information 
from a first radio telephone to a second radio telephone. 

Radio telephones typically have programmable memory for storing configuration 
information. Among other things the configuration information typically includes: 

1. user-defined information - for instance a list of telephone numbers for 
speed dialling, and preference data defining the user's preferred settings of the 
telephone's features; and 

2. telephone identification information - for instance the telephone's ESN 
(electronic serial number), telephone number, A-key and other security information 
for identifying the telephone to the netv^ork. 

If the telephone breaks down and the user sends it for repair it is desirable for him to 
be provided with a replacement telephone. Ideally this replacement telephone 
should be configured in a similar way to the telephone that it replaces - it should 
have the user's speed dialling information and preferences and it should present to 
the network an identity that allows the user to continue to make and receive calls as 
before. 

Prior solutions have had numerous disadvantages. One solution has been to use a 
computer of the type used for programming the telephone originally. This typically 
has a keyboard and monitor and an interface for connection to the telephone. The 
faulty telephone can be connected to the computer. Then software in the computer 
can be used to read the configuration information in the telephone and store it in the 
computer Then the replacement telephone can be connected to the computer and 
the configuration information copied to it from the computer's memory. This solution 
has the disadvantages that the equipment is typically expensive and difficult to use. 
Also the system has important security risks: the computer could be used to 
fraudulently give more than one telephone the same configuration as the faulty 
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telephone by copying the stored configuration information to a number of other 
telephones. Therefore, it may not be desirable to issue such computers to dealers. 



Another solution (see US 5.062,132) has been to provide the telephone with 
software which allows it to copy its configuration to another telephone that may be 
connected to it. This solution is not applicable to existing telephones that have not 
been provided with that software. 

According to one aspect of the present invention there is provided apparatus for 
transferring information from a first radio telephone to a second radio telephone, 
comprising: first communication means for communicating with the first radio 
telephone, second communication means for communicating with the second radio 
telephone, and data transfer means for communicating between the first and 
second communication means and operable under the control of the second radio 
telephone for reading information from the first radio telephone and transmitting that 
information to the second radio telephone. 

Preferably the data transfer means is operable to verify that the information has 
been stored correctly by the second radio telephone and, if so. deleting at least 
some of the information from the first radio telephone. One aim of this is to avoid 
the possibility of creating two telephones simultaneously having the same identity. 
Preferably this process is repeated. Most preferably a different item of information 
that is essential to the operation of the telephone (for example its successful 
connection to a network) is transferred each time. The data transfer means suitably 
has insufficient memory for storing all the configuration information of the first radio 
telephone. 

Preferably the data transfer means comprises display control means for controlling a 
display of the second radio telephone when the second radio telephone is 
connected to the second communication means. 



2 



BNSDOCIO; <GB 23101 10A_I_> 



Preferably the information includes user-defined configuration information and/or 
identification information. 

Preferably the data transfer means includes telephone comparison means for 
reading type or model information from the first and second radio telephones and 
inhibiting transfer of information between the radio telephones if the type or model 
information is incompatible. 

According to a second aspect of the invention there is provided a method for 
transferring information from a first radio telephone to a second radio telephone, 
comprising the steps of: receiving a transfer initiation signal from the first radio 
telephone; reading information from the first radio telephone; and transmitting that 
information to the second radio telephone for storage by the second radio 
telephone. 

Preferably the method also comprises the steps of: verifying that the information has 
been stored correctly by the second radio telephone; and, if so, deleting at least 
some of the information from the first radio telephone. 

Preferably the method also comprises the step of controlling the display of the 
second radio telephone. 

Preferably the method also comprises the steps of: reading type information from 
the first and second radio telephones; and inhibiting transfer of information between 
the radio telephones if the type information is incompatible. 

The present invention will now be described by way of example with reference to the 
accompanying drawings, in which: 

figure 1 is a schematic view of apparatus according to the present invention 
coupled to two telephones; and 

figure 2 is a flowchart illustrating the operation of the apparatus of figure 1. 
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The figures show a data transfer unit (DTU) 1 according to the present invention 
connected to two portable radio telephones 2.3. Each telephone has a user 
interface comprising a display 20,30 and a keypad 21 .31 . These are connected to a 
processor 22.32 which communicates with a memory 23.33 and a standard 
communication bus port 24.34. This telephone architecture is well known. 

The telephones are connected via their communication ports and cables 4.5 to the 
data transfer unit 1. The data transfer unit has a processor 10 which communicates 
with a memory 11,12 and two communication ports 12,13 which are connected to 
the cables 4,5. The data transfer unit has no keypad or display. The memory 
comprises a primary, non-volatile memory (in ROM or EPROM for example) which 
the data transfer unit can only read and which stores operating instructions for the 
processor 10. including memory maps for the telephones that the data transfer unit 
is able to service; and a secondary, volatile memory (in RAM for example) which can 
be read and written to by the data transfer unit. 

The data transfer unit could be used at a telephone dealer's premises. When a user 
returns a faulty telephone to the dealer, either under warranty or not. the dealer can 
use the data transfer unit to transfer the configuration information from the faulty 
telephone to a replacement telephone. Figure 2 shows steps in this procedure. 

The dealer first connects the faulty telephone (2 in figure 1) to the data transfer unit 
via the cable 4. The data transfer unit establishes communication with the 
telephone and using its stored information on telephones' memories it establishes 
and stores in its secondary memory the model of the faulty telephone. If the faulty 
telephone is found (by comparison with the information in the data transfer unit's 
primary memory) to be of a type or model that the data transfer unit is able to 
service the data transfer unit communicates with the processor of the telephone to 
control the telephone's user interface, the data transfer unit receiving information 
from the telephone's keypad and transmitting information to the telephone's display. 
By means of this control the data transfer unit enables the dealer to interrogate 
warranty information (for example a stored date of expiry of the telephone's 
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warranty) in the memory of the telephone using the telephone's user interface. The 
data transfer unit preferably does not have its own user Interface. Alternatively the 
data transfer unit could enable software already present in the telephone, but 
normally disabled, to allow the warranty information to be interrogated. 

If the dealer is satisfied with the warranty information he connects the replacement 
telephone (3 in figure 2) to the other port of the data transfer unit. The data transfer 
unit establishes communication with the replacement telephone and using its stored 
information on telephones' memories it establishes the model of the replacement 
telephone. If the replacement telephone is found to be of a model that is compatible 
with the faulty telephone (for example the same or an upgraded model) the data 
transfer unit proceeds with the transfer procedure. The data transfer unit breaks 
communication with the user interface of the faulty telephone and establishes 
control over the user interface of the replacement telephone (or enables software 
already present in the replacement telephone). The user interface of the second 
telephone is then enabled to control transfer of information of information from the 
faulty telephone to the replacement telephone. This has an important advantage 
over the system of US 5,062,132 described above. The user interface of the faulty 
telephone may be faulty, in which case it may be impossible to control the transfer 
using the faulty telephone. The system of the present embodiment overcomes this 
problem. 

The dealer initiates the transfer of configuration information from the faulty 
telephone to the replacement telephone using the user interface of the replacement 
telephone. The replacement telephone may be of a model that has in its memory a 
flag indicating whether it is already configured. In that case when the data transfer 
unit receives the instruction to begin the transfer it may check this flag and may 
refuse to transfer information (and cause a messaged to be displayed by the 
replacement telephone) if the flag is set, to prevent the configuration of the 
telephone from being altered. This avoids the telephone being reconfigured 
accidentally and prevents the dealer from re-circulating stolen or faulty telephones. 
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The data transfer unit then begins the procedure of transferring Information from the 
faulty telephone to the replacement telephone. Using its memory map of the faulty 
telephone it interrogates the memory of the faulty telephone and copies 
configuration from the memory of the telephone to its own secondary memory. It 
then writes the information to the corresponding memory locations in the 
replacement telephone using its memory map of that telephone. When the 
information has been written it reads the information back from the replacement 
telephone to check that the information has been stored correctly and re-stores the 
information if necessary. It then erases the transferred information from the memory 
of the faulty telephone to ensure that the faulty telephone can no longer be used. 

The data transfer unit and the telephones may co-operate to transfer all or some of 
the information in an encrypted form. For example the telephones may be provided 
with encryption means for, in response to a request by the data transfer means to 
read the memory of the faulty telephone, reading the requested information, 
encrypting it and then transmitting it to the data transfer means; and decryption 
means for reversing the operation when the data transfer means is to store 
information in the replacement telephone. 

For security reasons it is desirable for it to be impossible for the data transfer unit to 
be used to clone telephones - that is to create two telephones simultaneously 
having the same identity. Therefore, when the information has been transferred the 
data transfer unit erases the information from its secondary memory. Also, the data 
transfer unit may transfer the configuration information in more than one stage, by 
repeating the process set out in the previous paragraph for blocks of the faulty 
telephone's memory. This ensures that even if the telephones are disconnected 
from the data transfer unit before the transfer process is complete the replacement 
telephone is not a clone of the faulty telephone. Preferably, in each block different 
identification information that is essential to the operation of the telephone is 
transferred. For example successive blocks could include information on 
successive parts of the telephone's A-key. The secondary memory of the data 
transfer unit may be arranged to be insufficient to store all the configuration 
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information of the faulty telephone (or at least the telephone identification 
information) so that the information has to be transferred in stages. 

Another possibility is for the data transfer unit' to transfer the information directly 
from the faulty telephone to the replacement telephone without storing it in its 
secondary memory. 

Transferring all of the configuration information in one block has the advantage that 
if power to the data transfer unit is cut during the transfer process there will not be 
two telephones each having part of the configuration information. However, this 
system may be less secure. To overcome any problems of partially configured 
telephones if a multiple-stage transfer process is used the data transfer unit may be 
provided with means for detecting that the telephones that it is connected to are 
partially configured and then resuming the transfer process. 

When the transfer is complete the data transfer unit displays a message on the 
display of the replacement telephone and forces the faulty telephone to power down. 

To administer a more secure warranty scheme the telephones may store other 
configuration information that is set by the data transfer unit and not transferred 
straightforwardly. For example when the transfer is complete the data transfer unit 
may set a "replaced" flag in the faulty telephone. As well as its own unique 
identification number (for instance its ESN) each telephone may also store a "root 
identity". Then when the data transfer unit caries out a transfer it can set the "root 
identity" of the faulty telephone to the unique identity of the faulty telephone, or the 
faulty telephone's own "root identity" if it was itself a replacement for another 
telephone, so that the original source of the configuration information can be traced. 
Provided information that is essential to the operation of the telephone is erased 
from the faulty telephone during the transfer procedure, information on the serial 
number or identity (for example the ESN) of the faulty telephone may usefully be left 
un-erased or encrypted in its memory to help if the telephone is serviced. 
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The data transfer unit could be used to transfer information from a telephone that is 
not faulty. 

In view of the above description it will be clear to a person skilled in the art that 
various modifications may be made within the scope of the invention. The 
invention may include any novel features or combinations of features disclosed 
herein either explicitly or implicitly and any generalisations thereof irrespective 
of whether they relate to the invention as claimed or mitigate any of the 
problems addressed by the invention as claimed. 
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CLAIMS 

1 . Apparatus for transferring information from a first radio telephone to a second 
radio telephone, comprising: 

first communication means for communicating with the first radio telephone; 
second communication means for communicating with the second radio 
telephone; and 

data transfer means for communicating between the first and second 
communication means and operable under the control of the second radio telephone 
for reading information from the first radio telephone and transmitting that 
information to the second radio telephone. 

2. Apparatus as claimed in claim 1. wherein the data transfer means is operable to 
verify that the information has been stored correctly by the second radio telephone 
and, if so. deleting at least some of the information from the first radio telephone. 

3. Apparatus as claimed in claim 1 or 2. wherein the data transfer means comprises 
display control means for controlling a display of the second radio telephone when 
the second radio telephone is connected to the second communication means. 

4. Apparatus as claimed in any preceding claim, wherein the data transfer means 
includes telephone comparison means for reading type information from the first and 
second radio telephones and inhibiting transfer of information between the radio 
telephones if the type information is incompatible. 

5. Apparatus as claimed in any preceding claim, wherein the information includes 
user-defined configuration information. 

6. Apparatus as claimed in any preceding claim, wherein the information includes 
identification information. 
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7. A method for transferring information from a first radio telephone to a second 
radio telephone, comprising the steps of: 

receiving a transfer initiation signal from the first radio telephone; 
reading information from the first radio telephone; and 

transmitting that information to the second radio telephone for storage by the 
second radio telephone. 

8. A method as claimed in claim 7, comprising the steps of: 

verifying that the information has been stored correctly by the second radio 
telephone; and. if so, 

deleting at least some of the information from the first radio telephone. 

9. A method as claimed in claim 8, comprising the step of controlling the display of 
the second radio telephone. 

10. A method as claimed in claim 9, comprising the steps of: 

reading type information from the first and second radio telephones; and 
inhibiting transfer of information between the radio telephones if the type 
information is incompatible. 

11. Apparatus for transferring information from a first radio telephone to a second 
radio telephone, substantially as herein described with reference to the 
accompanying drawings. 

12. A method for transferring information from a first radio telephone to a second 
radio telephone, substantially as herein described with reference to the 
accompanying drawings. 
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